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Executive Summary
This first version of the deliverable illustrates the security by design concept of SUCCESS
through the example of Phasor Measurement Unit (PMU) time synchronization. The choice of
focusing on PMUs is motivated by their increasing importance. PMUs are already widely used in
power transmission systems for direct measurement of the system state, with the purpose of
improved real time situational awareness compared to legacy SCADA measurements.
Furthermore, it is expected that in the future low cost PMUs will be widely used in power
distribution systems as well, in order to provide real time situational awareness needed for
maintaining grid stability in the presence of a high share of intermittent distributed energy
generation.
PMUs rely on precise time synchronization for taking direct measurements of the system state
and according to the C37.118 standard the time synchronization accuracy needs to be within
30s. Such an accuracy can be achieved using space based (GPS, Galileo, etc) or on network
based time synchronization (IEEE 1588-2008, PTPv2). It is widely known that both of these
sources of time synchronization are vulnerable to spoofing attacks, which makes PMU
measurements and control algorithms based on PMU data vulnerable. The security of time
synchronization is thus fundamental for the security of future power systems.
In this deliverable we show how the power system can be made secure against time
synchronization attacks through appropriate system design, combining state estimation widely
used in power systems for combatting measurement noise with strategic deployment of PMU
measurements and with machine learning algorithms for attack detection.
The current first version of this deliverable gives a brief background on time synchronization,
security issues with existing time synchronization methods, and demonstrates that undetectable
time synchronization attacks could be performed by a powerful attacker in absence of
appropriate countermeasures implemented in the system.
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1. Introduction
This document reports on the SUCCESS security by design concept and its application to the
use case of time synchronization attacks against Phasor Measurement Units (PMUs). Security
by design is a methodology that can capture the experience developed in the power systems
and in the IT domain over the past decades, and exploits these experiences in a coordinated
fashion for developing joint detection and mitigation schemes. Its final objective is a jointly
reconfigurable energy and IT system that acts and reacts in a coordinated way to detect and to
respond to attacks.
The first version of the document gives an overview of the role PMUs are and will be playing in
power transmission and distribution systems, a brief description of the data they measure, gives
a description of time synchronization attacks against PMUs and of their potential impact on
power system operation, discusses existing approaches for combatting time synchronization
attacks and provides a potential mitigation strategy that relies on expertise in the IT and in the
power domain. Time synchronization attacks are listed as T405 in Deliverable D1.2 [1].

1.1 Security by design
The SUCCESS security by design concept combines traditional detection and mitigation
techniques developed in the power systems and in the IT community for developing cost
efficient joint detection and mitigation solutions. At a high level, it leverages the cyber-physical
nature of power systems, i.e., the fact that disturbances in the IT system have an effect on the
physical domain (electric power), and disturbances in the physical domain can have observable
effects in the IT domain.
In this document we show how to use the security by design concept for securing PMU time
synchronization for two reasons. First, the problem of time synchronization security is
notoriously difficult, and has not been fully understood in the context of PMUs. Secondly, PMU
data is expected to be used for a variety of applications in future power systems, hence its
security, including that of time synchronization, is essential. The security by design concept
could be demonstrated based on other types of data, such as traditional SCADA measurement
data, smart meter data, etc, but the security of those data are much better understood and have
heavily been investigated in the past [12][13] so we chose a use case not previously
investigated in depth.
Traditionally the security of PMU time synchronization is ensured using IT solutions, including
cryptographic solutions, and the detection of anomalies is based on detection algorithms that
consider IT information only, e.g., monitoring the sequence of time synchronization messages.
At the same time, data validity in power systems is usually verified using state estimation based
on a physical model of the system. In the case of PMU data, data validity depends on time
synchronization, hence the compromise of PMU time synchronization may be detectable
through a state estimator. The rest of the current version of the deliverable provides novel
results on the limits of power system based detection approach, and as such it shows that a
joint detection and mitigation approach is necessary. A future version of the deliverable will
address how the joint detection approach could be developed to be able to ensure PMU time
synchronization security.

1.2 How to read this document
For a description of the overall SUCCESS architecture we refer to Deliverable D4.2 and we
assume the reader of this document is familiar with the content of D4.2.
This document provides a description of the security by design concept through the example of
securing PMU time synchronization. As such it provides an introduction to PMUs and to time
synchronization (Section 2), Security issues in time synchronization (Section 3), the theory of
linear state estimation, and attacks that may bypass bad data detection (Section 4). Mitigation
and detection will be covered in Section 5 of a future version of the deliverable.
The deliverable is meant to be expository in nature; the related publications [9][11] provide all
technical details, but less background information.
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2. PMUs and Time Synchronization
PMUs are becoming a critical asset in power transmission systems. They are increasingly used
for a variety of wide-area monitoring, protection and control (WAMPAC) applications, including
phase angle monitoring and anti-islanding protection [6][4]. Low cost PMUs are also expected to
be widely used in distribution networks, in order to provide real time situational awareness
needed for maintaining grid stability in the presence of a high share of intermittent distributed
energy generation [2]. It is thus of utmost importance to ensure the security of PMUs.

Analog input
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(space or
network based)

Anti‐aliasing
filters

Phase
locked
oscillator

Network
interface

A/D
converter

Phasor
micro
processor

Figure 1 Block diagram of a PMU based on [14]
PMUs make the above applications possible through being able to directly measure the state of
the power system, i.e., voltage phasors. A voltage phasor is a complex quantity that represents
the magnitude and the phase angle of a sinusoid compared to a reference sinusoid. In order for
the voltage and current phasors measured by different PMUs to be comparable, the reference
sinusoid has to be the same across all PMUs in a system. Consequently, the PMUs within a
synchronous power system (i.e., an interconnected AC power system) require a synchronized
time reference. Figure 1 shows the high level block diagram of a PMU.

Figure 2 Example of a voltage phasor, which represents the amplitude and the relative
phase of a sinusoid compared to a reference sinusoid. The circle illustrates the accuracy
requirement of 1% TVE mandated by C37.118 [7]: if the phasor shown represents the true
value, the measured value has to be within the circle.
PMUs have stringent accuracy constraints mandated by IEEE C37.118, as illustrated by Figure
2. According to the standard, the total vector error (TVE) of a PMU measurement, which is the
ratio of magnitude of the difference between the measured voltage phasor and the actual
voltage phasor and of the magnitude of the actual voltage phasor, should not exceed 1%.
Hence the measured phasor has to lie within the circle shown in Figure 2. Assuming that the
voltage magnitude measurement is accurate, this accuracy requirement corresponds to a phase
angle error of 0.573 degree. Thus, in order for a PMU to be compliant with the standard, its time
reference has to be synchronized within at most ±31.8s for 50 Hz grids and ±26.5µs for 60 Hz
grids.
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Consequently, high accuracy time synchronization is an essential requirement for the wide
spread use of PMUs. The time synchronization accuracy required by PMUs can today be
achieved through space-based time synchronization (such as GPS, Galileo or Glonass) and
through network based time synchronization with the Precision Time Protocol (PTPv2,
IEEE1588-2008).
Space based time synchronization is widely used for civilian applications, such as navigation,
and is also used by the vast majority of PMUs installed today. GPS based time synchronization
is based on high precision time information transmitted periodically by satellites orbiting the
Earth. Precise time information is obtained by correcting the bias due to transmission and
propagation delay, and can provide time synchronization accuracy in the order of 40ns.
Network based time synchronization using PTPv2 relies on one or more master clocks
connected to a communication network. The master clocks periodically send messages
containing their instantaneous time to clients that want to synchronize their clocks. The time
information carried in the messages has to be compensated by the clients for the one way
propagation delay and for the time that the message has spent in intermediate routers (referred
to as transparent clocks in PTPv2). In order to make accurate time synchronization possible,
PTPv2 requires that the master clocks, the transparent routers and the clients should be
equipped with network interface cards capable of hardware timestamping. Time synchronization
also requires an estimate of the one-way propagation time, which is obtained by performing a
round trip time measurement and assuming that the propagation times are symmetric, or they
have a known asymmetry, which allows computing the one-way delay. PTPv2 with appropriate
timestamping hardware is able to provide time synchronization accuracy in the order of 100ns.

3. Time Synchronization Security
Although both space based and network based time synchronization can provide the accuracy
required by PMUs, they both have significant vulnerabilities that an attacker could leverage for
manipulating the time references of PMUs. On the one hand, GPS has been shown in the past
to be vulnerable to spoofing attacks [3]. On the other hand, PTPv2 is vulnerable to the
compromise of transparent routers, could be manipulated if time synchronization messages are
not authenticated, and could even be attacked by changing the one way propagation delay,
e.g., through a delay box [5]. Such attacks against PMU time synchronization, space based on
network based, could have a detrimental effect on WAMPAC applications and on grid stability,
as shown by recent theoretical and empirical work [8]. Detection and mitigation of these attacks
is thus of utmost importance, and has received significant attention recently.
Detection schemes for space based time synchronization typically rely on equipping receivers
with multiple antennas, so that the direction of arrival (DoA) of the satellite signals can be
verified. The underlying assumption for such mitigation solutions is that valid satellite signals
come from different directions, and the difference in directions can be measured by having two
or more receive antennas. On the contrary, a jammer would emit all spoofed satellite signals
from a single antenna, and hence the direction of arrival of the spoofed satellite signals would
be identical. As an example, for GPS [10] proposed a vector tracking based algorithm for
detecting sudden changes of GPS time synchronization and location information based on
multiple receivers.
In the case of PTPv2, security was originally planned to be provided by protecting the integrity
of messages through a hashed message authentication code (HMAC), proposed Annex K of the
standard, but Annex K has never been used due to the computational burden of HMACs. A
security extension for PTPv2, called SecurityTLV, is currently under standardization in IEEE.
SecurityTLV provides message integrity in one of two ways. One solution adopted by the
standard relies on a symmetric group key managed using the GDOI protocol, and another
solution relies on hash chain used for authentication managed using the TESLA protocol. Yet,
even if the standard will be extended with SecurityTLV, PTPv2 will remain vulnerable to the
compromise of transparent routers and to delay boxes. Providing a system design for power
systems that is secure against time synchronization attacks is thus fundamental and is the
subject of the following sections.
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4. State estimation for mitigation of PMU time synchronization
attacks
Beyond technology-specific algorithms (DoA detection, SecurityTLV), in the context of power
systems state estimation and related bad data detection (BDD) could be a promising candidate
for detecting time synchronization attacks. State estimation is already widely used in power
system energy management systems (EMS), in conjunction with traditional SCADA
measurements, for combatting measurement noise and for detecting potential bad data due to
malfunctioning measurement devices. In what follows we provide a brief overview of linear state
estimation (LSE) that can be used in conjunction with voltage and current phasors measured by
PMUs.

4.1 System model and linear state estimation
We consider a one-phase direct-sequence equivalent of a three phase transmission network
with N buses, and M PMUs measuring voltage phasors, current phasors or both. We denote the
measurement vector by z  C M , the system state by x  C M , and the by H the MxN complex
measurement matrix. The measurement model is z  Hx  e , where e  C M is the complex
measurement error. Given a measurement z  C M , the least squares system state estimate is
1

given by xˆ  ( H H ) H z , where H* is the conjugate transpose of H. Based on the state
estimate and using the linear measurement model, we can express the estimated measurement
vector as z  H xˆ  e . The measurement residual, the difference between the estimated
measurement vector and the actual measurement vector, is then defined as r  z  z . The
residual vector r can be used for bad data detection using one of many statistical tests. The
basis for the statistical tests is the assumption that measurement residuals follow a normal
distribution
, where
*

In the above,

*

G  ( H * H ) 1 , and the normalized residuals can be defined as

A commonly used statistical test is the largest normalized residual test, which compares the
largest residual to a predefined threshold, typically set to 3 standard deviations, and if it exceeds
the threshold, the data is marked as bad data. Figure 3 shows an illustration of state estimation
for a system with a one dimensional state and two measurements.

z2

ẑ

 2
H  
1 
r

z

Figure 3 Illustration of linear state estimation for a system with scalar state (xR) and
two measurements zR2, with measurement matrix H=[2 1]T. Without noise the
measurement vector should lie on the blue line. For a measurement vector z, LSE finds a
state estimate x̂ for which the resulting ẑ is closest to z in (weighted) Euclidean
distance. The residual vector is the vector between the measurement z and the
estimated value ẑ .
State estimation and bad data detection are thus designed for detecting outliers in
measurement data based on a physical model of the power system and based on an
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assumption about the distribution of measurement noise. From the perspective of time
synchronization, the fundamental question is whether LSE combined with BDD would be able to
detect time synchronization attacks.

4.2 Attacker model
In order to be able to answer this question we need to define an attacker model. We consider
that the attacker is able to manipulate the time reference of p PMUs, and for simplicity we
assume that it can introduce a different time synchronization bias at each of the p PMUs. We
denote by i the phase angle offset caused by the time synchronization bias at the I the PMU
(i=1,…,p). As an example, recall that a time synchronization bias of 31s would result in a
phase angle offset of approximately 0.5 degrees in the measured voltage or current phasor. The
attack that results in a phase angle offset of i at PMU measurement m thus corresponds to a
rotation ui  C , | ui | 1 of the measured quantity, and the resulting measurement is zmui.

4.3 Undetectable attacks against PMU time synchronization
In order to answer the question whether every time synchronization attack can be detected by
LSE and BDD let us define for the linear measurement model the complex MxM verification
matrix

F  H ( H * H ) 1 H *  I .
The key observation is that Fz=0 for some measurement vector z if and only if there exists a
state x with z=Hx. Consider now an attack against PMU time synchronization that results in a
change z of the measurement vector. Since the change is caused by a manipulated time
reference, we can write z i  (ui  1) z i , where ui  C , | ui | 1 is essentially a rotation. By
definition, this attack would be undetectable by the BDD if and only if Fz  0 , and the question
is whether an attacker would be able to find a set of ui values for such that Fz  0 .
In order to model the attack, we can define the attack-measurement matrix  as
and we define the complex Hermitian pp attack angle matrix

The important observation is that an attack =(1,…,p) is undetectable if and only if

 
W (u  1)  0 .

(1)
We refer to [9] for a proof and for more details concerning this important observation.

4.3.1 Attack against a single time reference
If an attacker can only manipulate a single time reference, i.e., p=1, then W is a single complex
number, and equation (1) has only one solution, ui=1, which corresponds to no attack (excluding
the unlikely event that W1,1=0). An undetectable attack is thus not possible, the BDD can be
used for detecting an attack.

4.3.2 Attack against two time references
If an attacker can manipulate two time references, i.e., p=2, then W is a 2x2 complex Hermitian
matrix and =(1,2). The observation in this case is that if W is rank deficient, i.e., r(W)=1, then
there is a single undetectable attack, and the attack angles can be computed as
.
We refer to [9] for a proof. The importance of this result is that it shows the possibility of PMU
time synchronization attacks that are undetectable by BDD. At the same time it shows that the
attack angles are a function of the instantaneous measurement values zm (since W is a function
of z) and thus the attacker needs to have access to the measurement values and has to
compute the attack angles in real time.
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On the contrary, if W is full rank, i.e., r(W)=2, then an undetectable attack is not possible, i.e.,
the BDD would detect any attack.

4.3.3 Attack against three or more time references
If an attacker can manipulate three time references, i.e., p=3, then W is a 3x3 complex
Hermitian matrix and =(1,2,3). The important result in this case is that if W is rank deficient,
i.e., r(W)=1, then there is a continuum of attacks possible, and each attack corresponds to an
intersection point between an annular region and a circle in the complex plane. Similar to the
case of p=3, the attack angles can be computed in closed form. We refer to [11] for the
computation of the attack angles.
The above result can be generalized to p>3. Using the same methodology as used for
computing an attack for p=3, a recursive algorithm can be used for computing an attack angle
vector for p>3.
On the contrary, if r(W)2 then an undetectable attack cannot be performed against PMU time
synchronization for p=3, and the BDD would detect any attack.

4.3.4 Identifying attack locations
It is apparent from the above results that the possibility of performing an undetectable PMU time
synchronization attack depends on the rank of the W matrix, which in turn depends on the
attack-measurement matrix  (i.e., the locations of the PMUs whose time reference is under
attack) and on the measurement vector z.
The next important result provides a sufficient condition for identifying pairs of PMUs for which
r(W)=1 independent of the measurement vector z. To formulate the sufficient condition let us
define the index of separation for matrix W as the ratio of its largest eigenvalue and the sum of
its eigenvalues, i.e.,

Clearly, for p=2 if IoS=1 then the smaller eigenvalue 2=0, and thus r(W)=1. As shown in [9], for
p=2 it is possible to provide a lower bound on the IoS, referred to as the minimum index of
separation, as

where

Observe that the minimum index of separation does not depend on the measurement vector z.
Furthermore, 1=IoS*IoS implies that r(W)=1. Since IoS* only depends on the attack
measurement matrix  and the verification matrix F, it can be computed offline based on the
measurement model H, and can be used for identifying pairs of PMUs for which an undetectable
attack exists. We refer to [9] for details.
,
The above results can be extended to p>2, as shown in [11], as the pairs of undetectable PMUs
for equivalence classes. This observation makes it possible to identify sets of PMU
measurements for p>2 for which r(W)=1. We refer to [11] for details.

4.4 Numerical examples
We validated the attack methodology on the IEEE 39 bus benchmark transmission system,
shown in Figure 4 together with the considered PMU locations. A detailed description of the
methodology is given in [9].
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Figure 4 Benchmark IEEE 39 bus system showing PMU locations.
Figure 5 shows how undetectable PMU time synchronization attacks can mislead state
estimation resulting in a significant underestimation of the power flow on a transmission line.
The figure shows the estimated apparent power flow without attack, when attacking a single pair
of PMUs using the undetectable attack angles computed for p=2, when attacking multiple
disjoint pairs of PMUs using the undetectable attack angles computed for p=2, and when
attacking overlapping pairs of PMUs using the undetectable attack angles computed for p=2 in
an order identified using a greedy algorithm proposed in [9].

Figure 5 Underestimation of power flow due to time synchronization attack against 2
(single pair) and multiple (Disjoint) PMUs, and due to an attack that maximizes
misestimation (Greedy).

5. Joint Mitigation of Time Synchronization Attacks
This section will discuss the joint use of IT-based solutions and the LSE based solution for the
detection and mitigation of time synchronization attacks against PMU measurements. In terms
of mitigation the considered methodology is to provide a design methodology that ensures that
no pair of PMUs installed in a system has an IoS*=1, which would mitigate undetectable PMU
time synchronization attacks. Complementing the design time approach, we will develop a
detection algorithm that can recognize nearly undetectable time synchronization attacks based
on the temporal and spatial correlation structure of the normalized residuals. Work is ongoing in
this direction and will be reported in a future version of the deliverable.
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6. Conclusions
This deliverable documents the SUCCESS security by design concept on the example of time
synchronization security for PMUs, a topic of increasing importance for the power systems
industry. The security by design concept combines approaches developed in the power systems
and in the IT community over the past decades into a joint detection and mitigation scheme.
The work undertaken in SUCCESS has so far made two important methodological contributions.
Firstly, it has shown that reliance on state estimation only may be insufficient for detecting time
synchronization attacks against PMUs. Secondly, it has provided a methodology for identifying
sets of PMUs that are vulnerable to undetectable time synchronization attacks. This will serve
as the basis for developing a joint detection and mitigation strategy as the next step towards
applying the security by design concept on PMU time synchronization.
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8. List of Abbreviations
BDD
CENELEC
COTS
DEMS
DER
DMS
EMS
ERP
ESB
ESCO
ESO
ETP
ETSI
HMAC
HV
ICT
IEC
LV
LSE
MPLS
MV
NIST
OPEX
PMU
SE
SCADA
SDH
SDN
SoA
SS
TVE
WAMPAC
WP

Bad Data Detection
European Committee for Electro technical Standardization
Commercial off-the-shelf
Decentralised energy management system
Distributed Energy Resources
Distribution Management System
Energy Management System
Enterprise Resource Planning
Electricity Supply Board
Energy Service Companies
European Standardisation Organisations
European Technology Platform
European Telecommunications Standards Institute
Hashed Message Authentication Code
High Voltage
Information and Communication Technology
International Electro-technical Commission
Low Voltage
Linear State Estimator
Multiprotocol Label Switching
Medium Voltage
National Institute of Standards and Technology
OPerational EXpenditure
Phasor Measurement Unit
State Estimator
Supervisory Control and Data Acquisition
Synchronous Digital Hierarchy
Software defined Networks
State of the Art
Secondary Substation
Total Vector Error
Wide Area Monitoring Protection and Control
Work Package
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